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BIOS Configuration Utility: Change BIOS settings using this utili

Client Security: Client Security Manager lets you deploy the secy
enterprise network. HP Client Security is built into the BIOS, hard
against attacks, loss or theft, Create a policy to apply various ava)

TPM Firmware Update: A TPM (Trusted Platform Module) proce:
primarily related to the creation or

secure storage of platform m
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& Apply Driver Package
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{4} BIOS Configuration

7 BI0S Password

(A Client Security

& Microsoft Device Guard

& Sure Start

S IRM Ernuas lodale

BIOS Configuration: Change BIOS settings
using this utility

Client Security: Client Security Manager lets
you deploy the security settings to multiple
devices across your enterprise network, HP
Client Security is built into the BIOS, hardware
and software layers and help you guard against
attacks, loss or theft. Create a policy to apply
verious available security features and assign
them to your users.

m

Sure Start: When HP Sure Start heals the BIOS

) WorkWise

& g
£ varorr 54750
m Ea

an event log is generated to make you aware of

= a BIOS attack. Thesa event log entries are
generated directly from dlient system’s BIOS.
You can enable gathering of these event logs
through this policy.

WorkWise: Computer application software that
enables users of personal computers to
maximize device functionality use,

HP Manageability Integration Kit

BIOS Password: HP BIOS Password allows to
create and store password on SCCM Server

Microsoft Device Guard: Microsoft Device
Guard delivers hardware and software-based
malware protection, requiring applications and
drivers to prove they are from & trusted source
before they are allowed to run. This policy helps
you configure settings in HP BIOS to modify
state of a system from Device Guard-capable to
Device Guard-ready.

TPM Firmware Update: A TPM (Trusted
Platform Module) processor provides basic
security-related functions, primarily related to
the creation or secure storage of piatform
measurements, certificates and encryption keys.

~

- HP Trusted Platform Module Firmware Update

©:

A TPM (Trusted Platform Module) processor provides basic security-related functions, primarily related to the creation or secure storage of
platform measurements, certificates, ad encryption keys.

This policy will provide the users the ability to update Trusted Platform Module (TPM) firmware from version 1.2 to version 2.0 and also move
from version 2.0 to version 1.2.

Which version of the firmware do you want to move to?
Select TPM Firmware Version

Version 2.0 v

TPM Firmware Version 2.0

TPM 2.0 enables greater crypto agility by being more flexible with respect to cryptographic algorithms, TPM 2.0 also offers a more
consistent experience across different implementations. Overall, TPM 2.0 products and systems have important security advantages over
TPM 1.2,
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Specify an HP client WinPE driver pack and base boot image(s) to create HP client boot imaees.
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Restart in WinPE
Configure Hardware

Set BIOS Configuration (Input File;
Install Operating System
@ Remove Dick Partitions (diskpart ci

@ Partition Disk 0~ BIOS
o Partition Disk 0 - UEFI
Apply Operating System Image
Apply Windows Settings
Apply Driver Package
Apply Metwork Settings
Setup Windows and ConfieMer
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Client Integration Kit for SCCM 2012 User Guids for details z

Configure the system BIOS of the client. Please refer to HP ~ |
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(/@ HP Client Security Suite
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Client Security Manager
Authentication
Intel Authenticate (TM)
Windows Logon Policy
Windows Session Policy
Advanced Options
Device Access Manager

Hardware

2| e Device Access Manager - Removable Media

Removable Media

Summary

Configure the access of removable media such as USB drive and CD/DVD-ROM devices. You can also
choose to assign a set of users to use these devices as full access, read only or for limited time only.

Just in Time Authentication (JITA) allows you to provide time-limit based access to the device upon
successful authentication. You can also customize the time-limit,

Allow Access for Allow Access for
Administrator Standard User

@ Full Access O Full Access
Removable Storage (e.g. USB drive) 2 ety S Resd Oy

O A ® JITA [15Min v]

O No Access O No Access

® Full Access O Full Access
CD/DVD-ROM Drive O Read Only ® Read Only

O JTA O NTA

© No Access © No Access
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